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enabling the synthesis of complex user representations through the systematic
analysis of multi-dimensional digital interactions. This study provides a
comprehensive investigation into the conceptual and architectural frameworks of
digital profiling, delineating its evolution across various strategic sectors. Utilizing
a thematic synthesis methodology, we systematically analyzed 197 high-impact
articles published between 2011 and 2025. Our findings categorize digital
profiling into six fundamental computational stages: objective definition, multi-
source data acquisition, feature selection, similarity modeling, representation
synthesis, and iterative monitoring. While the analysis underscores the increasing
deployment of profiling in finance, security, and healthcare, it reveals critical
systemic risks, including algorithmic bias and privacy vulnerabilities. We propose
a strategic transition toward "Privacy-by-Design" architectures, highlighting the
integration of Federated Learning and Explainable Artificial Intelligence (XAl) as
essential mechanisms for aligning profiling systems with global regulatory
standards (e.g., GDPR). This research contributes a robust theoretical roadmap

Representation Modeling for developing transparent, accountable, and ethically-aligned intelligent

systems, bridging the gap between technical efficiency and user-centric rights.

1. Introduction

Digital profiling is a prevalent practice in the financial sector, utilising big data and data mining
techniques in domains such as credit risk assessment, fraud detection, and customer segmentation.
This approach enables precise marketing and risk control on financial platforms [5, 7]. In the domain
of criminology, ontology-based profiling methodologies have been developed for the purposes of
crime prevention, digital evidence collection, and user behaviour analysis using data obtained from
social media and digital channels [1, 8]. In the field of healthcare, digital phenotyping tools have been
employed in the diagnostic process and the formulation of treatment plans, with a particular
emphasis on mental health monitoring. These tools utilise passive data collection from personal
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electronic devices, thereby facilitating personalised health interventions [9, 10]. In the field of
education, the integration of digital health components has been identified as a key strategy to
enhance student management and learning experiences. This integration involves the utilisation of
user profiles to assess psychological states, leading to the development of personalised education
strategies [11].

Advancements in artificial intelligence, machine learning, and big data technologies have led
to substantial improvements in the scope and precision of digital profiling. In the domain of
psychoinformatics, the analysis of substantial data sets derived from social media and internet usage
has emerged as a pivotal tool for the precise prediction of individuals' personality traits, behavioural
tendencies, and emotional states [13]. As demonstrated in the study by Azucar et al. [24], deep
learning models have the capacity to extract psychological profiles, including the "Big Five"
personality traits, from complex data structures. This capability enables the prediction of individuals'
future preferences. Moreover, these technologies are utilised in domains such as traffic safety to
comprehend risky driving behaviours, and the impact of personality traits on driving style is being
investigated [14].

Digital profiling has been identified as a significant opportunity within the health and social
sectors. However, it is imperative to acknowledge the potential ethical, legal and social risks that are
concomitant with this practice. Among these risks, algorithmic biases, data privacy violations,
manipulation, and reinforcement of discrimination are of particular concern. As the intricacy of
algorithmic profiling escalates, the identification and management of biases becomes increasingly
challenging, and prevailing data protection and anti-discrimination legislation is inadequate in
comprehensively addressing these emergent forms of discrimination [15]. Furthermore, the legal
regulations pertaining to digital profiling are subject to variation between nations. While prior
approval is required for automated profiling in the EU, this process is regulated with more limited
rights in the US and China. Furthermore, it is emphasised that fundamental ethical issues such as
privacy, security, consent, and transparency are not sufficiently addressed in digital profiling
applications; therefore, interdisciplinary and holistic approaches need to be developed [16, 17]. The
utilisation of social media platforms for political manipulation has also been demonstrated to
increase the risks of social polarisation and disinformation. In this context, responsibility-based
approaches are recommended [18]. While the legal nature of digital profiling and regulatory
mechanisms are debated from a legal perspective, it can be stated that digital profiling is of strategic
importance at the state level and that legal regulations cannot fully adapt to this rapidly evolving field
[3].

In this context, the study aims to examine the conceptual foundations, technical stages,
application areas, and ethical dimensions of digital profiling through a comprehensive literature
review. The research provides a systematic framework for academic literature and practitioners by
detailing the six fundamental stages of the digital profiling process.

2. Conceptual-Theoretical Framework and Research Methodology

This study is of a qualitative nature and undertakes a conceptual and theoretical approach to
the field of digital profiling. Conceptual-theoretical research aims to reveal and synthesize the
theoretical foundations of a field by systematically analysing existing academic literature, theoretical
approaches, and conceptual debates rather than collecting primary data [16, 19]. This approach is
regarded as especially appropriate for ensuring conceptual consistency and establishing a
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comprehensive framework in a multidisciplinary, rapidly evolving field with strong normative
dimensions, such as digital profiling [8, 17].

2.1 Nature and Purpose of the Research

Conceptual-theoretical studies are used to propose a new theoretical framework, redefine
existing concepts from an interdisciplinary perspective, or create a comprehensive analytical model
by integrating knowledge from multiple fields [15]. This study has three main objectives: (1) to clarify
the conceptual and definitional framework of digital profiling, (2) to reveal the systematic stages of
the profiling process and the technical and ethical requirements of each stage, and (3) to discuss the
application dimensions and social impacts of digital profiling in different sectors from a holistic
perspective.

2.2 Literature Scope and Search Strategy

The conceptual framework of the study is primarily composed of peer-reviewed academic
articles, book chapters, and technical reports published between 2011 and 2025 (with the exception
of exceptional classical works consulted for the purpose of supporting the conceptual and
methodological framework). The year 2011 was selected as the initial point of reference due to its
significance in the academic literature, which witnessed the systematic emergence of research and
publications addressing the concept of digital profiling.

This literature review was conducted systematically across databases of Web of Science,
Scopus, Google Scholar, IEEE Xplore, and other international academic indexes. The search employed
a combination of English keywords and their Turkish equivalents, utilising both singular and
combined Boolean operators (AND, OR). The English keywords included "digital profiling", "user
profiling", "user modelling", "algorithmic profiling", "digital phenotyping", "privacy", "algorithmic
bias" and "explainable Al". Their Turkish equivalents were "dijital profilleme", "kullanic
modellemesi", "algoritmik profilleme", "dijital fenotipleme", "veri gizlili", "algoritmik onyarg" ve
"aciklanabilir yapay zeka". Table 1 illustrate the thematic categories of the literature.

Table 1
Thematic Categories of the Literature
Category Description Number  Approximate
of Works Ratio

1. Conceptual Studies providing systematic reviews, definitions, bibliometric 28 14%
and theoretical analyses, and conceptual frameworks.
2. Technical Machine learning, deep learning, federated learning, data 75 38%
studies preprocessing, anomaly detection, and algorithm optimizations.
3. Application Finance (credit scoring), e-commerce, healthcare (clinical 61 31%
and sectoral phenotyping), education, smart cities, and criminology practices.
studies
4, Ethical, legal, Algorithmic bias, data privacy (differential privacy, homomorphic 33 17%
and social studies encryption), KVKK/GDPR regulations, and discrimination.

As a consequence of the screening process, a sum total of 312 studies was identified.
Following the elimination of duplicate records, a review was conducted of the titles and abstracts of
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the remaining studies. Studies that were deemed to be beyond the scope of the present research
were excluded, and the remaining studies were subjected to full-text evaluations. Following the
execution of additional reference searches (snowball method) with the objective of expanding the
scope, a total of 197 studies were ultimately included in the synthesis and reference list. The
distribution of these studies is as follows: The distribution of these 197 studies across the four
categories is as follows: 38% technical (n=75), 31% application-sectoral (n=61), 17% ethical-legal-
social (n=33), and 14% conceptual-theoretical (n=28).

A multidisciplinary literature synthesis covering data science, artificial intelligence, law,
psychology, and sociology was adopted; priority was given to studies addressing both technical and
socio-ethical dimensions [8, 16]. Figure 1 depicts the main Categories of the Literature and related
percentage.

Number of Works
80 40%
70 35%
60 30%
50 25%
40 20%
30 15%
20 10%
10 5%
0 0%
1. Conceptual and 2. Technical studies 3. Application and sectoral 4. Ethical, legal, and social
theoretical studies studies

Number of Works Approximate Ratio

Fig.1. The main Categories of the Literature

2.3 Thematic Analysis and Synthesis Approach

The reviewed literature was analysed using the thematic synthesis method. This approach
facilitates the generation of high-level themes through a systematic coding process that incorporates
conceptual and methodological contributions from diverse academic disciplines [19, 20]. The analysis
process was comprised of the following stages: The identification of fundamental concepts and
preliminary themes was conducted through the implementation of open coding. The subsequent
establishment of relationships between themes was achieved through the utilisation of axial coding.
Ultimately, the creation of four definitive main categories was facilitated by selective coding. The
coding and thematic classification of the data was conducted in accordance with the systematic
reviews conducted by the researcher, with the objective of ensuring thematic consistency.
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The studies were evaluated according to four main categories:

1. The present study is concerned with the results of the conceptual and theoretical studies
(14%, n=28). The following studies address the definition, classification, and conceptual
framework of digital profiling.

2. The second category of study, representing 38% of the total, was that of technical studies
(n=75). The present study will examine machine learning, deep learning, and data analytics
methods.

3. The application and sectoral studies constituted 31% of the total (n=61). A compendium of
studies has been collated, the focus of which is the profiling practices in a variety of fields,
including but not limited to finance, healthcare, education, criminology and marketing.

4. In the field of ethical, legal and social studies, the proportion of respondents who selected
this option was 17% (n=33). The studies under discussion address the subjects of algorithmic
bias, data privacy, human rights, and regulatory frameworks.

2.4 Inclusion and Exclusion Criteria.
The following criteria have been adopted for the literature included in the study:
1. It must be an academic book, book chapter, peer-reviewed journal article, or international
conference paper or technical report.
It must address digital profiling, user modeling, or related technologies.
3. It must have been published between 2011 and 2025.
It must be written in English or Turkish.

Figure 2 illustrate the main fileds of studies that have been adopted for the literature in this study

Conceptual studies
defining digital profiling

frameworks
Ethical, Applied
legal, and profiling in
social finance,
impact healthcare,
studies education

Technical studies on
machine learning
analytics

Fig.2. The main fileds of studies that have been adopted for the literature in this research
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The following publications are excluded from the scope: non-peer-reviewed blog or news content, works
without full-text access, and general computer science topics unrelated to digital profiling.

2.5 Limitations

This study is conceptual and theoretical in nature; as such, it does not necessitate the
collection of primary data or the undertaking of fieldwork. The existing literature on this subject is
predominantly confined to publications in English and Turkish. Furthermore, given that the search
was limited to Web of Science, Scopus, Google Scholar, IEEE Xplore, and other international
academic indexes, the exclusion of studies not indexed in these sources or published in other
languages should be recognised as a methodological limitation. Moreover, given the rapid pace of
development in the field of digital profiling, studies published after the search period have been
excluded.

3. Digital profiling: Conceptual framework and definitions

Digital profiling can be defined as the process of analysing data collected from individuals'
interactions in digital environments in order to create user representations. This process includes a
wide range of information such as demographic information, behaviour patterns, and personal
preferences. The procurement of profiling data can be facilitated through explicit methods, such as
users directly filling out forms, or implicit or pseudo-explicit methods, such as automatically tracking
social media interactions. Digital profiling is a multidisciplinary field of strategic importance, primarily
carried out within the fields of big data, data mining, and artificial intelligence.

3.1 Technological Foundations

Machine learning algorithms are extensively utilised to identify intricate patterns in user
behaviour, particularly in substantial data sets, and to make precise predictions regarding individual
characteristics. However, user modelling faces challenges such as the need for large amounts of data,
the lack of labelled data, concept drift, and computational complexity [21]. Extensive research in the
field of user modelling has systematically revealed the evolution from early stereotype models to
deep learning techniques. This evolution highlights paradigm shifts towards implicit data collection,
multi-behaviour modelling, and the integration of graph data structures [4, 19].

As Sun [22] demonstrates, deep learning-based models have the capacity to predict user
behaviour with a high degree of accuracy by combining methods such as logistic regression, support
vector machines and random forests. In addition, large language models (LLMs) have been
demonstrated to exhibit superior performance in terms of understanding text and image-based user
data, thereby enhancing user modelling approaches [23]. It is evident that models such as LSTM,
XGBoost, and KMeans have the capacity to be utilised for the purposes of segmentation and
prediction in the context of user behaviour analysis. In particular, XGBoost has been shown to offer
high classification performance and interpretability. Furthermore, even simple digital traces such as
likes, shares, and clicks on social media have been shown to be capable of predicting a person's "Big
Five" personality traits to a significant degree [1, 24].

3.2 Multidisciplinary Structure and Application Areas
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Digital profiling is a multidisciplinary concept that has gained significant traction in numerous
strategic domains, including but not limited to finance, criminology, business, marketing, public
relations, propaganda, health, and education [4, 19, 25].

Financial Sector: Financial institutions and fintech companies employ a multifaceted approach
in evaluating the credit risk profile of potential customers. In addition to conventional credit histories,
these entities also examine extensive digital footprints, encompassing financial transaction records,
social media behaviour, and mobile device usage data. The superiority of these digital data in terms
of accuracy, as compared with traditional models, is particularly evident in the prediction of
creditworthiness in individuals with no or limited credit history [26, 27]. The employment of machine
learning techniques facilitates the extraction of social, financial, and behavioural indicators from
digital footprint data, which are then utilised to segment borrowers into homogeneous groups. The
subsequent creation of risk profiles is based on these groups [28]. Moreover, alternative data
sources, including social media analytics and psychometric data, have been found to be effective in
assessing the financial reliability of young individuals and those without a traditional credit history
[29]. The high frequency and comprehensive data provided by digital footprints enable more dynamic
and up-to-date assessments in credit risk management [27, 30]. These approaches have been
demonstrated to assist in the mitigation of credit risks within banking institutions, whilst
concomitantly fostering enhanced financial inclusion and precipitating a substantial transformation
in the domain of next-generation credit scoring [31, 32].

Criminology and Security: Digital profiling has been demonstrated to yield significant insights
pertaining to the identities, social networks, and behavioural patterns of criminals and suspects.
Machine learning techniques have been employed in applications such as the detection of fake
profiles by means of analysing traces left on social media and digital devices [33]. The utilisation of
artificial intelligence-based prediction models facilitates crime prevention and optimises the
utilisation of law enforcement resources by identifying crime scenes and potential risks in advance
[35]. However, it is imperative that such systems are characterised by fairness and transparency, a
necessity underscored by the emergence of racial biases within systems such as COMPAS [33].
Furthermore, Al-powered security solutions are being developed to detect and prevent attacks on
digital infrastructures, such as the MQTT protocol used in loT networks [36, 37]. In view of the rapid
and widespread nature of botnet attacks, analyses based on artificial intelligence play an important
role in detecting and preventing such attacks [38].

Marketing: The analysis of data trails and purchasing behaviour enables companies to create
hyper-personalised consumer profiles. These profiles enable real-time analysis of consumer
preferences, behaviour patterns, and purchase intentions, through the use of Al-powered algorithms.
This analysis allows for the offer of personalised advertisements, recommendations, and discounts,
thereby increasing brand loyalty and purchase intent [39, 40, 41]. E-commerce platforms utilise big
data analytics to dynamically predict consumer behaviour and develop personalised marketing
strategies [42, 43]. Nevertheless, data privacy and ethical concerns are significant issues in this
process, and transparency and user consent are necessary to protect consumers' privacy rights [41].
While some studies have indicated that personalisation efforts can increase consumer satisfaction
and trust, others have emphasised that excessive personalisation can cause discomfort and reduce
trust [39]. It is also important to note that regional differences and demographic factors can alter the
effectiveness of personalisation strategies. Consequently, localized and user-focused approaches are
recommended in such profiling efforts [44].
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Health: The utilisation of the "digital phenotyping" approach facilitates the analysis of patient
data, which is shared via smart devices and wearable technologies. This analysis enables the diagnosis
of diseases, the planning of treatments, and the development of personalised intervention methods
in numerous domains, including mental health and genetics [9, 10, 45]. The potential of digital
phenotyping in psychiatry is increasing on a daily basis [46]. The risks associated with quality and
safety in clinical digital profiling processes are comprehensively addressed and discussed in this
context [9].

Education: The efficacy of learning analytics processes in predicting academic performance,
identifying at-risk students, and providing personalised learning pathways is well-documented [47].
These processes involve the analysis of student interaction data and learning styles to inform
educational policy [48]. The utilisation of deep learning-based models has been demonstrated to be
highly efficacious in analysing complex user behaviours and preferences, thereby facilitating the
creation of user profiles and the provision of personalised access to information. These approaches
have been shown to optimise the learning experience by enabling the delivery of content tailored to
students' interests [49]. Furthermore, machine learning techniques are utilised to predict students'
risk statuses in advance and develop intervention strategies accordingly. In the context of
personalised learning systems, meticulous examination of user interactions emerges as a pivotal
instrument for enhancing educational efficacy. The utilisation of these methodologies holds the
potential to enhance student success by facilitating data-driven decision-making processes within
educational contexts [50].

3.3 Strategic Decision Making and Personalization

This extensive range of applications underscores the growing significance of digital profiling
in strategic decision-making processes. Digital profiling facilitates businesses in comprehending their
target audiences within the framework of strategic decision-making processes, thereby enabling the
development of customized strategies tailored to distinct customer segments. Customer clusters are
identified using machine learning techniques such as the K-means algorithm, allowing for more
accurate planning of marketing investments [52]. Digital transformation, when integrated with
artificial intelligence and big data analytics, has been shown to enhance decision-making quality by
increasing competitive advantage, adaptability, and innovation capacity in strategic management.
Furthermore, the integration of digital technologies with strategic decisions plays a critical role in
ensuring sustainable performance and supports companies' success in international markets [53].
Digital profiling has been demonstrated to facilitate crucial decision-making processes in both the
private and public sectors, particularly in domains such as crime prevention and public health policy
[54]. However, challenges such as data privacy, ethical issues, and lack of digital literacy must also be
considered in this process [55].

Digital profiling facilitates the creation of comprehensive user profiles by collecting users'
interests, behaviours, and preferences. These profiles play a fundamental role in personalising
services. Effective user profiling methods employ data collection, feature extraction, and modelling
techniques to deliver customised experiences tailored to user needs [25]. The amalgamation of
physical and digital data to create dynamic profiles has been demonstrated to enhance the customer
experience by facilitating real-time and precise personalisation [56]. In the context of e-commerce
and public services, adaptive user profiling has emerged as a key strategy for predicting the
characteristics of new users and delivering targeted advertisements. This approach utilises artificial
intelligence techniques, such as artificial neural networks, to enhance the accuracy of these
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predictions [57]. In the context of digital banking, the utilisation of artificial intelligence (Al) to
personalise interactions with customers through analysis of their behaviour has been demonstrated
to enhance customer engagement and fortify customer loyalty [58]. Furthermore, digital library
services can be customized in different dimensions, such as content, interaction, and collaborative
personalization, which enables a better response to users' unique needs [59].

3.4 Multidimensional Analysis Process

At the core of digital profiling lies the systematic collection, analysis, and interpretation of
different types of data. This process [17, 60], which aims to produce meaningful and actionable
insights from the traces individuals or institutions leave in the digital environment, can also convert
digital footprints into highly confidential predictions such as personality traits, intelligence, or mental
health using the “psychological profiling” approach [8, 13]. Digital profiling is not merely a technical
process; it is also a complex analysis process with cognitive, psychological, and sociological
foundations. In this context, advanced models are being developed that treat the user not only as a
passive source of data, but also as an active decision-maker with cognitive computing capacity and
unique and changeable goals [16, 19].

In order to achieve a successful digital profiling approach, it is essential to ensure the
comprehensive integration of knowledge and methods from a variety of disciplines, including but not
limited to data science, psychology, statistics, information technology, and sociology. This
interdisciplinary collaboration, supported by technological developments such as artificial
intelligence and social media analytics, has led to significant advances in criminal profiling and
understanding human behaviour [61]. In the context of digital profiling, a comprehensive and
accurate analysis is facilitated by the integration of both static (i.e. demographic and cultural) and
dynamic (i.e. social interactions) data [8]. The integration of knowledge from diverse disciplines
facilitates the interpretation of complex digital data by encompassing not only technical dimensions
but also epistemological, cultural, and social dimensions [62]. Multidisciplinary approaches are
imperative for the development of effective applications in the field of digital profiling. Research in
this area emphasises the importance of this integration [63, 64].

3.5 Technological Infrastructure

Digital profiling is advancing further through the combination of data mining, artificial
intelligence, and machine learning methods. Digital profiling is initiated through the process of data
mining, which facilitates the identification of patterns within voluminous data sets. Subsequently,
artificial intelligence and machine learning algorithms are employed to process, classify, and predict
based on these patterns. While data mining facilitates the identification of latent patterns within
voluminous data sets, artificial intelligence and machine learning algorithms are employed to process
these patterns, thereby providing classification and prediction capabilities [65]. Machine learning is
instrumental in ensuring that digital profiling is dynamic and adaptive by facilitating the learning and
updating of correlations in the data without the need for human intervention. Conversely, deep
learning has been demonstrated to enhance accuracy through the capture of hierarchical and
attention-based patterns within complex data structures [65, 66, 67].

Machine learning, particularly in conjunction with deep learning models, has been
demonstrated to achieve high levels of accuracy in digital security applications, such as the
identification of fake profiles through the analysis of complex multidimensional data [66].
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Furthermore, machine learning algorithms have been utilised in the fields of digital marketing and
social media analytics to predict customer behaviour and optimise campaigns [68]. As Dunsin et al.
[69] demonstrate, artificial intelligence-powered systems are also prominent in the field of digital
forensics. These systems enable data collection, cybercrime timeline creation, and big data analysis.
However, it is imperative to recognise the ethical and privacy dimensions of these technologies,
which are also of significant concern. To address these concerns, explainable artificial intelligence
approaches are being developed and implemented with the objective of protecting user data [70,
71].

Furthermore, deep learning models have the capacity to analyse high-dimensional and
abstract patterns in complex data structures by automatically learning them through hierarchical
layers. Convolutional neural networks (CNNs) have been shown to be particularly effective at
capturing local patterns in visual data, while recurrent neural networks (RNNs) have been
demonstrated to excel at capturing long-term dependencies in sequential data. Consequently, it is
possible to extract high-level abstractions from raw data [72, 73]. Furthermore, deep learning models
have been shown to learn complex correlations, such as the underlying latent manifold structures of
data, thereby facilitating a more nuanced understanding of the relationships in real-world data [74].
In the field of big data analytics, deep learning has been shown to offer significant advantages in
areas such as digital profiling and pattern recognition [75, 76]. This is due to its ability to extract
meaningful patterns from unlabeled and unstructured data. Nevertheless, the training of these
models necessitates substantial computational capabilities and voluminous datasets, whilst
challenges such as model optimisation and interpretability endure [77]. Deep learning architectures
offer powerful tools for analysing complex data structures and are finding increasing application in
various fields [78, 79].

4. Ethical and Legal Aspects of Digital Profiling
4.1 Algorithmic Bias and Fairness

Digital profiling has the potential to compound existing social inequalities by perpetuating
them within the digital sphere through the implementation of algorithmic biases. Algorithms have
the capacity to inherit biases from data sets, including historical instances of racism, sexism and
classism, and thereby systematically disadvantage specific groups in domains such as hiring or
insurance risk assessment [15, 80]. Intersecting identities, such as socioeconomic status and gender,
have the capacity to influence the content to which young people are exposed in the context of
personalised advertising, thereby exacerbating digital inequalities. For instance, young men from low
socioeconomic backgrounds are disproportionately targeted by advertisements promoting gambling
and expeditious profits [81]. Additionally, internet search algorithms have the potential to
perpetuate gender inequality by generating results that are predominantly male, thereby reinforcing
biased attitudes among human decision-makers [82]. Mechanisms such as the longer retention of
advertisements targeting underrepresented groups in algorithmic learning processes also increase
discrimination [83]. In order to circumvent such situations, multidimensional interventions that take
into account psychological mechanisms and social structures, as opposed to solely technical
solutions, are imperative [84, 85].

4.2 Explainable Artificial Intelligence (XAl) and Transparency
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The utilisation of intricate artificial intelligence models within digital profiling systems has
been likened to the utilisation of "black boxes", a metaphor that gives rise to concerns regarding
transparency and accountability. Explainable Artificial Intelligence (XAl) approaches are designed to
enhance trust by ensuring the decision-making processes of these models are comprehensible to
humans. In the fields of finance and healthcare, there is a growing emphasis on the utilisation of
methods such as SHAP and LIME to elucidate the rationale behind model predictions and to ensure
the transparency of model decisions [86, 87, 88]. In the field of healthcare, the utilisation of
explainable models has been demonstrated to foster trust among users and experts by virtue of their
capacity to deliver both high accuracy and comprehensibility. For instance, CNN-CAM-based systems
have been the subject of favourable commentary with regard to their efficacy in the detection of
brain tumours [89]. As demonstrated in the relevant literature, including the works of Gegici et al.
[88] and Delioglu & Pehlivanli [86], XAl techniques will continue to play an important role in reducing
transparency and accountability issues in digital profiling systems.

4.3 Privacy-Preserving Technologies

In recent years, there has been an increase in the use of privacy-preserving technologies in
the field of digital profiling. Federated Learning (FL) is a machine learning paradigm that protects data
privacy by enabling data to be processed locally on distributed devices without being sent to a central
server. This method has been demonstrated to reduce privacy risks by keeping user data local,
particularly in sensitive areas such as healthcare, and enables collaborative model training [90, 91,
92]. However, novel privacy threats, including inference attacks on local models or gradients, have
emerged in the context of Federated Learning applications. This has necessitated the development
of countermeasures to ensure comprehensive privacy protection [93, 94].

In the context of Federated Learning systems, various privacy protection mechanisms have
been employed to enhance data privacy. These mechanisms include differential privacy and secure
multi-party computation techniques [94, 95]. In addition, these systems encounter practical
challenges, including heterogeneity, communication costs, and scalability. Various solutions are
being explored in these areas [96, 97]. Federated learning has been identified as a potentially
effective approach to safeguarding data privacy and facilitating effective model training by leveraging
distributed data sources. However, further research is required to address existing security
vulnerabilities and optimise the system [93, 98].

Differential Privacy (DP) is a methodology that utilises mathematical algorithms to ensure the
confidentiality of individual data by introducing random noise to models. This approach is employed
by prominent technology companies, including Apple and Google. As demonstrated in the research
by Torkzadehmahani et al. [99], the employment of methods such as DP-CGAN has resulted in the
successful generation of visual and experimental outcomes. This has been achieved by ensuring the
confidentiality of both data and labels in the context of GAN-based synthetic data generation. Kairouz
and colleagues addressed the practical challenges of differential privacy (DP) algorithms working with
mini-batch gradients in federated learning (FL) environments. They developed the DP-FTRL method,
which allows for more flexible data access patterns [100]. In addition, the distributed discrete
Gaussian mechanism, when employed in conjunction with secure aggregation in FL, provides
performance that is close to that of centralized DP by balancing communication, privacy, and
accuracy [100]. Kairouz's contributions to the field include pioneering developments in the realm of
optimal mechanisms and context awareness in local differential privacy (LDP), a development which
has enabled diverse trade-offs between privacy functionality [100, 101]. Recent studies on the
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implementation and scaling of DP in FL systems have identified significant challenges, including the
verification of privacy guarantees in real-world applications and the coordination with
heterogeneous devices [102].

The efficacy of homomorphic encryption in ensuring data privacy is predicated on its ability
to perform calculations directly on encrypted data. However, it should be noted that this method is
typically associated with a high computational cost. In the domain of tourism, for instance, the
integration of big data, homomorphic encryption algorithms and federated learning with blockchain-
based dynamic authorization mechanisms has led to significant advancements in both privacy and
computational efficiency. For instance, utilising the BFV algorithm led to a reduction in key size,
resulting in a mere 4.1% loss in analysis accuracy [103]. In the context of distributed systems, the
computational load has been mitigated through the utilisation of lightweight homomorphic
encryption algorithms and multi-party computation techniques, thereby facilitating real-time
performance [104]. In the context of machine learning applications, the training process has been
accelerated and accuracy preserved by combining partially homomorphic encryption and federated
learning [105]. Furthermore, the optimisation of the inference of deep neural networks with fully
homomorphic encryption has been demonstrated to yield results that are 5-46 times faster than
those achieved by previous methods [106]. However, the complexity and resource consumption of
homomorphic encryption remain significant challenges, and hardware acceleration and algorithmic
improvements are being pursued to overcome these issues [107].

4.4 Legal Regulations and Compliance

The regulation of digital profiling is of crucial importance for the protection of individuals'
privacy and the maintenance of trust in systems [15, 17]. The European Union's General Data
Protection Regulation (GDPR) of 2018 (particularly Article 22) delineates the legal limits of profiling
and grants individuals rights against decisions that have "legal or similarly significant effects" [15].
Schermer [17] analysed the legal tensions between profiling and privacy, while Mann & Matzner [15]
demonstrated that algorithmic profiling exceeds the limits of existing data protection and anti-
discrimination legal frameworks. The EU Artificial Intelligence Act, which was adopted in 2024,
introduces stringent transparency and accountability standards for high-risk artificial intelligence
systems. The law classifies profiling systems according to risk levels and mandates appropriate
safeguards [109]. However, the ambiguity of concepts such as "meaningful human intervention" and
"right to an explanation of reasoning" engenders asymmetries, particularly in the oversight of
complex "black box" models [15, 17].

4.5 Cybersecurity Risks and Manipulation

Digital profiles, defined as unique digital traces composed of users' devices, browsers, and
behavioural patterns, play a pivotal role in cybersecurity for both identity verification and fraud
detection. Nevertheless, these digital traces carry the risk of being tracked without the knowledge of
the users, which could result in violations of privacy [110]. Human-centred approaches facilitate the
creation of cybersecurity profiles for individuals by leveraging data obtained from loT devices,
thereby enabling more comprehensive analysis in digital investigations [111].

The phenomenon of identity theft and targeted phishing attacks has been exacerbated by
social engineering and personal data leaks, in addition to the dissemination of information on social
media platforms. This situation demonstrates that digital profiling is a critical area in terms of cyber
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threats [112, 113]. As Chakranarayan et al. [114] demonstrate, multi-model fake profile detection
systems that are powered by artificial intelligence provide high accuracy and real-time protection.
These systems are capable of detecting fake accounts and preventing disinformation on social media
platforms.

Furthermore, the use of artificial intelligence in creating customized cybersecurity risk profiles
for companies contributes to the development of defense strategies, thereby enhancing security in
the digital environment [115]. Digital profiling carries with it the risk of manipulating individuals by
tracking their behaviour. Research has indicated that messages tailored to psychological
characteristics can significantly alter clicking and purchasing behaviour [13, 18]. This phenomenon
has the potential to compromise individuals' autonomy in decision-making processes, constrain the
diversity of information available to them through the phenomenon of "echo chambers" and "filter
bubbles," and, by extension, exert a detrimental influence on the foundations of democracy and
human rights [15, 18].

5. Stages of Digital Profiling

Digital profiling is a comprehensive and multidimensional process that aims to create
structured user representations based on the digital footprints, behaviours, tendencies, and
characteristics of individuals, groups, or institutions. Digital profiling can therefore be defined as a
multi-stage structure that encompasses ethical, social, psychological, legal, and other strategic
contexts [19]. The efficacy of digital profiling is contingent upon the meticulous and methodical
execution of the prescribed protocol. Figure 3 presents the main steps of the digital profiling process.

3.
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Data Relevant Identification Creating a Continuous
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Fig. 3. Digital Profiling Process

5.1 Defining the Profile Target
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The digital profiling process is to be initiated with a precise delineation of the intended profile.
This target may be individuals, groups, or organisations, and may also encompass multiple elements
aimed at any purpose. The target, therefore, is pivotal in determining the direction of data collection,
analysis, and implementation processes, thus serving as a strategic guide. It is acknowledged that
profile targets can be shaped in a number of areas, including, but not limited to, individual or
corporate interests, marketing strategies, and security requirements. In the contemporary era, the
utilisation of big data analytics and machine learning algorithms has become instrumental in
generating highly accurate predictions for the future. The digital profiles obtained in this process can
also be used for various purposes as comprehensive information sets consisting of biometric data,
digital identities, and various digital traces. Digital profiling facilitates the prediction of personal
characteristics through the aggregation and analysis of data from a diverse range of sources,
including user application usage patterns on digital devices, social media data, and even their
socioeconomic status [1, 3, 8, 25, 116].

The definition of the profiling objective necessitates the execution of the profiling process in
a manner that is specific to its purpose and context. This necessitates the explicit delineation of the
objectives to be accomplished. In the financial sector, for instance, digital data is analysed for specific
purposes, such as credit risk or fraud detection. In contrast, in the field of education, students are
profiled according to their learning and performance objectives [118]. In this context, the literature
on user modelling consistently emphasises that clearly defined, purpose-driven objectives are
essential for producing accurate and actionable profiles, as the scope of data collection, feature
selection, and model configuration are all directly shaped by the intended goal of profiling [8, 19, 25].
These findings reveal that clearly defining profile goals and conducting purpose-driven data analysis
are critical for effective interventions and decisions. If this stage is defined vaguely or superficially,
various inconsistencies and inefficiencies may arise in subsequent stages. This situation can lead to
technical ethical issues [15, 17]. Regulations such as the GDPR (Article 22) specifically limit automated
decision-making processes that have legal or similarly significant effects. Therefore, compliance with
the principles of transparency and accountability is mandatory during the goal definition stage [15,
60].

When defining a profile target, the framing should not be limited to the target itself; the
environmental analysis of the target within the big data ecosystem should also be contextually
incorporated into the strategic process. The socio-cultural, economic, technological, and political
context of the individual, community, or organization being profiled will ensure more accurate results
in the data interpretation process.

5.2 Data Collection and Evaluation

The process of data collection and evaluation, which constitutes a pivotal phase in the digital
profiling procedure, exerts a substantial influence on the precision, efficacy, and calibre of user
representations [19]. This stage is not confined to data acquisition; it also encompasses a
comprehensive evaluation of the quality, reliability, and processability of the collected data [124,
125].

Data collection methods are generally divided into three main categories: explicit, implicit,
and pseudo-explicit methods. Explicit methods involve the direct articulation of user intentions to
the target through the utilisation of surveys or forms. Furthermore, any kind of publicly available
report, evaluation, analysis, etc. can be evaluated in this context. In implicit methods, user
interactions are passively monitored using tools such as cookies and sensors. Pseudo-explicit
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methods rely on the collection of data from a person's posts or traces in digital spaces, such as social
networks, which are perceived as open expression areas, within the framework of various predefined
categories. The use of quantitative, qualitative, or mixed methods can be preferred within an
appropriate data collection strategy depending on the purpose of profiling. Rather than a restriction
on the method, different tools can be preferred to obtain data in a manner appropriate to the
purpose. Various methods can be used, ranging from mobile surveys to geographic information
systems (GIS) and social media analysis [126, 127, 128, 129].

A wide variety of data collection processes are undertaken from a range of sources, including
social media platforms, CRM systems, public databases, field research, loT devices, and mobile
applications. The data that is generated on social media platforms encompasses various categories,
including service data, disclosed data (i.e., messages and comments), behavioural data (usage habits),
and layered data types that are derived from these categories. In research methodology, data sources
are conventionally categorised as primary (e.g. observation, survey, interview) and secondary (e.g.
published documents, archives). Each category possesses distinct advantages and limitations. In the
context of big data analysis, the consideration of structured and unstructured data sources, in
conjunction with ethical and quality control mechanisms, is of paramount importance. Large-scale
data sets, such as publicly available health data, offer researchers cost-effective and comprehensive
information; however, the absence of standardisation can present challenges. The selection of an
appropriate and contemporary data source is imperative for the attainment of valid and reliable
results that are commensurate with the research objective [126, 127, 128, 130, 131, 132].

Data quality is a critical factor that directly affects the success of digital profiling. The
evaluation of data quality is based on criteria such as accuracy, timeliness, completeness, and
consistency. In digital phenotyping studies conducted in the healthcare field, the quality of the data
(e.g. the rate of sensor data coverage and survey completion) has been shown to be important in
predicting clinical outcomes [46]. Furthermore, socioeconomic status has been identified as a factor
affecting the accuracy of digital profiling. Higher-income individuals have been found to have more
accurate and comprehensive profiles, while low-income individuals experience a "data desert" [116].
The automation of data profiling and machine learning-based quality assessment systems has been
demonstrated to enhance model performance by improving data quality and supporting ethical and
legal compliance [133, 134]. Monitoring data profile dimensions such as accuracy, integrity, and
consistency in real-time production environments like Industry 4.0 also strengthens decision-making
processes [135]. In addition, edge data quality monitoring and federated profiling approaches have
been shown to enhance the accuracy of machine learning models by improving data quality,
particularly in patient similarity networks [136].

5.3 Selection of Relevant Information and Preprocessing

In the digital profiling process, the meticulous selection of purpose-driven information from
extensive data volumes enhances the accuracy and reliability of the model. This stage has been
shown to improve data quality by reducing the amount of data, and to elevate the effectiveness of
structured user representations. In the context of big data, sampling methods have been shown to
reduce data volume, thereby increasing processing speed and ensuring high accuracy in profiling
tasks [137]. The utilisation of data in digital profiling is often derived from a diverse array of sources,
which, in conjunction with the broad scope of the associated contexts, engenders considerable
challenges pertaining to data diversity and the quality control of this data [116, 138]. Furthermore,
the selection of algorithms and model configuration in digital profiling processes is contingent on the
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suitability and reliability of the data for the intended purpose [140]. It is imperative to acknowledge
that the process of data selection in digital profiling encompasses both technical and ethical
dimensions. The utilisation of accurate sampling and high-quality data has been demonstrated to
enhance model performance [60, 137].

In this context, data preprocessing techniques are a critical step for increasing model
performance in machine learning and data mining. The application of methods such as the
imputation of missing data, the correction of conflicting data, and the removal of statistical outliers
has been demonstrated to enhance data quality, thereby facilitating the attainment of more accurate
results [141, 142, 143]. Furthermore, scaling techniques such as z-score normalization are extensively
employed to facilitate the comparison of disparate features [142, 144]. In the context of text data,
the implementation of natural language processing techniques such as lemmatization and
tokenization is imperative for conducting meaningful analyses [145]. In recent years, the importance
of these preprocessing steps for developing fair and non-discriminatory models has been
emphasised, especially in high-risk areas such as healthcare and finance [146, 147]. Furthermore, the
utilisation of ensemble approaches, entailing the concurrent application of multiple preprocessing
techniques, is strongly advocated to enhance the efficacy of models [148].

The objective of feature engineering is to concentrate on the data itself and extract
meaningful, interpretable features from it to enhance model performance in artificial intelligence-
supported systems. This process is achieved through the transformation of existing features or the
creation of new ones, thereby enhancing the accuracy and interpretability of both simple models
(e.g., regression, decision trees) and complex models (e.g., neural networks, XGBoost) [149]. In
particular, automated feature engineering approaches have been shown to provide scalability and
efficiency in big data and deep learning applications by accelerating stages such as data
preprocessing, feature extraction, and selection [150, 151]. In addition, the accurate selection of
features has been demonstrated to reduce the risk of overfitting [152, 153], prevent the model from
being affected by noisy data, and contribute to the development of reliable artificial intelligence
systems. Deep learning-based methods have been shown to be especially successful in the automatic
extraction of high-quality features in complex datasets, thereby increasing the model's generalisation
ability in areas such as energy forecasting [154]. In essence, the process of feature engineering in the
context of artificial intelligence (Al) is of paramount importance with regard to the accuracy of the
model and the reliability and accountability of the algorithm. Research in the domain of automation
and interpretability is witnessing a surge in prominence [155, 156].

The principle of data minimization is predicated on the objective of safeguarding individuals'
privacy by stipulating the processing of only that personal data which is necessary. This principle
occupies a significant place within the scope of the European Union's General Data Protection
Regulation (GDPR). This is particularly evident in the context of wearable health devices, where the
accumulation of data often exceeds the requirements of the General Data Protection Regulation
(GDPR), specifically its data minimisation principle. This discrepancy can lead to an augmentation of
privacy risks. Consequently, solutions such as privacy by design and encryption are recommended
[157]. Despite the absence of global standards for big data security and privacy in smart cities,
regulations such as the GDPR have been instrumental in emphasising data minimisation and security
principles [158]. In the context of the Internet of Things (loT), the imperative for data minimisation
necessitates the employment of flexible methodologies for the purpose of safeguarding user privacy.
This consideration assumes particular significance at the point at which responsibility for security is
shared between the provider and the user [159]. In the context of blockchain technology, there are
various uncertainties regarding the processing of personal data and data minimization. The question
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of how data subjects will exercise their rights of access, rectification, and erasure remains a
contentious issue [160].

5.4 Identification of Similarities and Differences

At this stage of the digital profiling process, an analysis of the similarities and differences
between the selected data is conducted, and multidimensional user representations are created. The
analysis of both long-term and short-term interests is achieved by means of the utilisation of
information obtained from a variety of data sources. For instance, spatial and temporal user interest
representations encompass a variety of interests extracted from users' behavioural sequences,
thereby increasing the accuracy of recommendation systems [6].

Multidimensional user representations go beyond mere behavioural data by integrating
dimensions such as social identity, personal identity, and life context, thereby enabling more realistic
and comprehensive modelling of individuals in human-computer interaction systems [161]. In the
context of social networks, profile models that incorporate demographic, social, behavioural, and
similarity-based dimensions have been shown to support more holistic recommendation outputs [4,
162]. The conceptual foundations of these multidimensional structures are grounded in the
neurological architecture of self-concept, where distinct cortical regions have been demonstrated to
encode different facets of the self in parallel [163]. Furthermore, evidence that individual differences
in experience emerge from high-dimensional neural geometry across multiple representational
scales [164] lends cognitive-level support to the necessity of multidimensional user representations
in profiling systems. These approaches have been shown to reveal patterns and correlations among
data in digital profiling, thereby generating meaningful, target-based insights.

Clustering Techniques: Clustering techniques represent fundamental tools that facilitate the
identification of latent regularities within voluminous datasets. These techniques are predominantly
employed to categorise users into homogeneous groups, with this categorisation being predicated
on behavioural, financial, demographic and other characteristics. Common algorithms include K-
means, K-median, DBSCAN, and hierarchical clustering. While K-means is advantageous in terms of
its speed, it is susceptible to poor performance when dealing with irregularly shaped clusters.
Conversely, DBSCAN is effective in complex shapes but necessitates parameter tuning [165].
Conventional methods frequently necessitate the knowledge of the number of clusters in advance,
and determining the optimal number of clusters in high-dimensional data is challenging;
consequently, more flexible and efficient new algorithms have been developed [166, 167]. Clustering
is a widely applied concept in numerous fields, including but not limited to artificial intelligence,
bioinformatics, marketing and medicine. It is imperative to select diverse methods within the context
of their respective advantages and limitations [168, 169]. Furthermore, the employment of advanced
techniques, such as semi-supervised clustering, has been demonstrated to enhance performance
through the utilisation of previously provided class information [170]. In general, clustering
algorithms are indispensable for exploratory analysis in data mining, and selecting the appropriate
method according to the application area increases success [171].

Classification Methods: Classification methods such as decision trees, support vector
machines (SVM), random forests (RF), and artificial neural networks (ANN) are widely utilised to
categorise data into predefined classes. When comparisons are made, ANN generally reaches the
highest accuracy rates, while SVM and RF provide more stable results that are resistant to noise.
Conversely, RF has been observed to exhibit heightened sensitivity to minor alterations in data, a
propensity that may lead to overfitting [172, 173, 174]. Decision trees have been shown to be
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effective, especially with discrete data, and are straightforward to interpret [175]. However, they
have been demonstrated to lag behind ANN and SVM in terms of accuracy. In substantial datasets,
Support Vector Machines (SVMs) and Random Forests (RFs) exhibit superior efficiency in terms of
the time required for parameter tuning in comparison to Artificial Neural Networks (ANNs) and K-
Nearest Neighbours (KNNs). However, as ANNs are characterised by their complexity, they require
greater computational power [172]. In applications, the success of classification varies depending on
the data type, algorithm parameters, and problem context. It cannot be said that a single method
yields the best result in every case [177]. Consequently, in the context of classification problems,
multiple methods are typically evaluated to identify the most appropriate model [178, 179, 180].

Customer Segmentation: This analysis process facilitates the optimisation of customer
segmentation strategies by enabling individuals to be grouped according to their behavioural
similarities [52]. For instance, consumers with analogous purchasing habits or spending capacity can
be grouped as "best customers," "new customers," or "at-risk of churning" through the utilisation of
methodologies such as RFM (Recency, Frequency, Monetary) analysis [8, 52].

Anomaly Detection: Anomaly detection is a strategic process that plays a pivotal role in
various fields, including risk analysis, security, education, and healthcare. It involves the identification
of discrepancies and unusual situations among individuals. In the domain of finance, unsupervised
learning models have been shown to be of significant value in the fight against financial crimes such
as fraud and anti-money laundering (AML). These models, when implemented, are capable of
detecting deviations in user behaviour that fall outside of typical patterns, thereby assisting in the
identification of potential criminal activities. These models have been demonstrated to reveal
previously unidentified anomalies within substantial datasets, thereby diminishing the necessity for
manual audits and enhancing the precision of detection [108, 181, 182]. In the field of health
insurance data, unsupervised learning techniques are employed to identify atypical behaviours, while
explainable Al methods (e.g., SHAP) facilitate the decision-making processes of experts [176, 181]. In
the domain of loT security, machine learning-based methods are optimised for the automatic
detection of cyberattacks and offer cost-effective solutions [183, 184, 185]. The performance of
anomaly detection algorithms can be evaluated through the utilisation of internal validation metrics,
which facilitate a comparative analysis of the effectiveness of diverse methodologies [186].

5.5 Creating a Digital Profile Model

In the digital profiling process, structured and unstructured data are integrated holistically to
create meaningful and decision-supporting profiles. At this juncture, modelling techniques are of
paramount importance [25], and the accuracy and scope of the model are also closely related to the
breadth of individuals' digital footprints. Furthermore, individuals with a higher socioeconomic status
tend to have more accurate and comprehensive profiles [116].

Model Types: Digital profile models are defined as analytical structures that describe the
demographic, behavioural, contextual and emotional characteristics of individuals or institutions.
These models enable the discovery of hidden patterns within large data sets through machine
learning and statistical techniques. Digital profiles have been shown to play an important role in the
personalisation of services by means of summarising users' interests, behaviours, and preferences.
The process of creating these profiles involves the use of data collection, feature extraction, and
modelling techniques [25]. To illustrate this point, consider the potential applications of digital
archetypes and profiles within organisational settings. These tools can facilitate the understanding
of team members' personality traits and the management of digital culture, thus enabling the
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development of effective change management strategies [187]. Within the domain of education, the
utilisation of digital competency profiles can facilitate the monitoring of students' vocational
competencies and the development of bespoke learning pathways. In the field of Esports, model
characteristics based on digital footprints are utilised as a reference point to analyse athletes'
performance and optimise training loads [188]. Furthermore, digital profiling in financial markets
offers methodological approaches for identifying participants and market modelling [7], while social
media data is used in personnel management to evaluate communication harmony and team
effectiveness [189].

Algorithm Selection: The selection of algorithm in the modelling process is to be made
according to the nature of the data, the purpose of profiling, and the "No Free Lunch" theorem, which
states that no single algorithm can perfectly fit every situation [19]. Regression models, decision
trees, support vector machines (SVM), artificial neural networks, and deep learning models are the
primary tools used to recognise hidden patterns within massive data volumes [19, 108].

Predictive Modelling: The utilisation of predictive modelling facilitates the estimation of
future digital behaviours and user profiles with a high degree of accuracy, a process which is enabled
by the analysis of historical data. Digital profiling has been shown to offer a comprehensive
description of the current situation, in addition to providing predictive and prescriptive functions.
This capacity enables institutions to develop proactive strategies [19, 190]. A substantial proportion
of the target's data, encompassing past behavioural patterns, shopping habits, trends, preferences,
and comments, is utilised in the prediction process. At this juncture, machine learning techniques
have the capacity to analyse digital user behaviours, thereby creating user profiles with success. This,
in turn, enables the development of personalised strategies in marketing, education and public policy
[52, 190]. Furthermore, psychological profiles, such as personality traits, can be predicted using
digital traces on social media, with the potential to enhance the user experience [24, 191].
Furthermore, Al-supported models have been shown to yield effective results in areas such as ad
targeting and customer segmentation, thus providing more efficient communication in digital
marketing [2, 57]. When predictive modelling is created within an ethical framework, it contributes
both to a better understanding of user needs and to institutions gaining a competitive advantage [19,
190].

Model Evaluation: It is imperative for the model to be adaptable and updatable in a constantly
changing and differentiating structure. In order to adapt to the dynamic nature of digital profiling, it
is necessary for models to be periodically retrained and tested with new data streams. Performance
should be regularly evaluated with metrics such as root mean square error (RMSE), mean absolute
error (MAE), the F1 score, or the area under the curve (AUC). In the context of user profiling in social
robotics, the enhancement of the performance of multimodal pre-trained models through fine-
tuning facilitates the model's capacity to more accurately capture demographic characteristics,
notwithstanding certain limitations [192]. The analysis of user behaviours in digital environments
with machine learning and the detection of anomalies also contribute to the profiling of remaining
adaptive and current behaviours [193]. Furthermore, to enhance the model's compatibility across
diverse hardware environments, domain adaptation techniques can be employed to augment the
model's generalisation capability [194]. The continuous updating and performance monitoring of the
model in digital profiling are necessary to quickly adapt to changing user data [117, 192, 193].

5.6 Continuous Analysis and Monitoring
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Digital profiling is inherently a non-static process. It possesses a dynamic and continuous
structure that must adapt to individuals' behavioural, environmental, and technological changes over
time [19]. The construction of effective user representations is an ongoing strategic management
area that requires the integration of technology, user interaction, and privacy commitments [125].

Performance Metrics: The performance of these models is typically measured by
conventional indicators such as model accuracy, error rate, F1 score, sensitivity, and specificity. In
contemporary systems, the assessment of bias and fairness is incorporated within these metrics. The
field of algorithmic fairness, particularly in the context of credit scoring and healthcare, involves the
study of detecting and eliminating injustices among different demographic groups. In this regard,
group and individual fairness concepts, along with various fairness metrics, are employed [195, 196].
The sources of algorithmic bias have been demonstrated to vary from data collection processes to
genetic variations [196, 197]. However, mitigation methods have been proposed, including
disentanglement techniques, federated learning, and model explainability [197]. Furthermore,
metrics employed for the detection and mitigation of bias include criteria such as Equalized Odds and
Demographic Parity. However, it has been observed that these metrics do not provide consistent
results in different scenarios [198]. The transparency of Al models and the explainability of decision-
making processes are also important components of fairness evaluations [198, 199]. New methods,
such as counterfactual fairness approaches, offer effective solutions for model decisions to ensure
equality among demographic groups [200].

Model Updating: The periodic retraining of models with novel data streams is a methodology
that has been demonstrated to facilitate the maintenance of contemporary model performance and
the adaptation to evolving data distributions. Open-source frameworks such as Kafka-ML facilitate
online learning processes over continuous data streams, enabling automated and flexible model
updates over time [201]. In the context of large language models, a potential approach involves the
utilisation of continual pre-training strategies to effectuate updates to the model, with the
incorporation of new data. This methodology has been demonstrated to minimise performance
degradation whilst concurrently reducing computational expense [202, 203]. Furthermore, the
incorporation of learning rate adjustments and the reuse of historical data during continual pre-
training facilitates the model's adaptation to novel data while preserving its prior knowledge [140,
203]. In the context of recommendation systems, the approach of performing a complete retraining
with historical data is not necessary. The transfer of past experiences has been shown to both
increase the speed of the process and improve the accuracy of the results [121]. Furthermore,
dynamic data management and machine learning operations (MLOps) approaches have been shown
to optimise model maintenance processes, particularly in areas such as the Internet of Things (loT)
and healthcare [120, 139]. This reduction in model drift has been demonstrated to improve resource
utilisation.

Concept Drift Management: Concept drift is defined as the phenomenon where the
performance of a model deteriorates as the distribution of data undergoes alterations over time. The
management of concept drift can be approached through three distinct stages: the initial
identification of drift, the subsequent comprehension of drift, and the implementation of adaptation.
Adaptive learning algorithms are designed to update models in response to such changes, with a
particular focus on those occurring in continuous data streams. This approach is intended to prevent
a decline in performance [51, 122]. In order to address the issue of inadequate data, recent studies
have proposed the utilisation of multiple data streams to enhance model updates [119]. Moreover,
the reutilisation of preceding models, in conjunction with the identification of the type of drift, has
been demonstrated to be an efficacious approach for enhancing the model's accuracy [117, 123]. In
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the context of contemporary methodologies, specialised algorithms for the management of concept
drift have been proposed within distributed learning systems, such as federated learning, with a view
to ensuring adaptation whilst preserving privacy [34]. As Lu et al. [51], Gama et al. [122] and Pereira
& Da Silva [12] have demonstrated, the management of concept drift necessitates continuous
monitoring, accurate detection mechanisms and the implementation of flexible adaptation
strategies.

6. Conclusions and Recommendations

Digital profiling has emerged as one of the most strategic and, concomitantly, most
controversial technologies of today's information society. The present study has addressed the
conceptual framework, technical stages, application areas, and ethical dimensions of digital profiling
with a conceptual-theoretical approach [8].

6.1 Main Findings

The findings of this study reveal that digital profiling is not merely a one-dimensional technical
process, but an interdisciplinary and multilayered field that integrates knowledge from numerous
disciplines, including data science, psychology, sociology, law and ethics [19]. A successful digital
profiling process consists of six main stages that must be applied systematically: defining the profile
objective, data collection and evaluation, selection of relevant information and preprocessing,
identification of similarities and differences, creation of the digital profile model, and continuous
analysis-monitoring.

The most fundamental finding obtained as a result of the literature synthesis is that there is
a widening "regulatory gap" between the speed of technical innovation and legal regulations. The
findings obtained at the application dimension indicate that digital profiling strengthens strategic
decision-making processes in critical areas such as finance, security, healthcare, education, and
marketing, and enables personalised service delivery. Conversely, significant ethical and legal
concerns, including algorithmic bias, data privacy violations, manipulation risks, and the exacerbation
of social inequalities, underscore the necessity for digital profiling to be executed within a responsible
and transparent framework [15, 17]. In particular, it has been identified that deep learning-based
"black box" algorithms are in structural conflict with legal frameworks that demand "meaningful
human intervention," such as the European Union's GDPR (Article 22).

When evaluated in terms of privacy-protecting technologies, approaches such as federated
learning, differential privacy, and homomorphic encryption are seen as the most powerful
technological solutions for enabling effective profiling while securing data privacy and overcoming
the traditional dilemma between personalization and privacy. Furthermore, it is consistently
reported in the literature that explainable artificial intelligence (XAl) techniques increase
accountability and support user trust by making the decisions of complex profiling models
understandable [16].

6.2 Recommendations

In the domain of digital profiling, experimental studies on the sources of algorithmic bias and
the mitigation methods available must be expanded by researchers. A comparative analysis of the
performance of privacy-preserving mechanisms, such as federated learning and differential privacy,
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across various data types and sectoral contexts, is of paramount importance. Furthermore, it is
recommended that longitudinal and mixed-methods studies measuring the long-term societal
impacts of digital profiling be designed. The explanation quality of XAl techniques in different
profiling scenarios must be systematically evaluated.

It is imperative that practitioners define profile objectives in a clear and measurable manner
prior to initiating digital profiling projects. Furthermore, an ethical impact assessment must be
incorporated into corporate processes as a mandatory preliminary step. Ensuring full compliance
with national and international regulations, such as the General Data Protection Regulation (GDPR)
and the Privacy and Electronic Communications (KVKK) Act, during data collection, processing, and
modelling processes; subjecting profiling models to bias and fairness tests at regular intervals; and
transparently sharing the results with stakeholders are of critical importance. Finally,
multidisciplinary team structures that include legal, ethical, and social science experts alongside data
scientists should be favoured.

For policymakers, the rapid proliferation of Al-supported profiling applications necessitates
the implementation of sector-specific and risk-based regulatory frameworks. The establishment of
algorithmic accountability standards and independent audit mechanisms is imperative. Furthermore,
mandatory data protection impact assessments for high-risk profiling uses must be grounded in law.
It is also recommended that the development of comprehensive programmes aimed at increasing
the digital literacy of society be adopted as a primary policy goal in terms of strengthening individuals'
awareness and resilience against profiling processes [18].

6.3 Future Research Directions

It is anticipated that several critical research directions will assume primacy within the domain
of digital profiling in the imminent future. In the domain of multi-modality and contextual profiling,
models that process text, image, audio, and behavioural data in unison are experiencing a marked
increase in importance. With regard to real-time and dynamic profiling, research gaps are becoming
evident for fluid profile models capable of adapting to sudden changes in user behaviours [19].

Within the scope of fairness-oriented machine learning, the extent to which existing
algorithmic bias mitigation techniques are effective under real-world conditions must be tested
empirically. Blockchain-based identity management is a significant area that requires examination
due to the potential of decentralised and sovereign identity systems, where individuals have control
over their own digital profiles, in terms of profiling ethics. Finally, at the intersection of large language
models (LLM) and profiling, there is an urgent need to investigate the impacts of GPT and similar
foundational models on user profiling, personalisation, and profiling security with both their
technical and ethical dimensions [8, 15].

6.4 Conclusion

Digital profiling, when applied correctly, has been shown to be a powerful tool that provides
strategic contributions to organisations' decision-making processes and operational efficiency [19,
25, 52]. Indeed, it has the potential to become a guiding element in the digital world of the future.
The six-stage framework proposed in this study (extending from goal setting to continuous
monitoring and model updates) has demonstrated that digital profiling is not merely a technical data
mining activity; rather, it constitutes a multidimensional ecosystem encompassing sociological,
psychological and legal contexts. Evidence from a range of sectors, including but not limited to
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finance, healthcare, criminology, education, and marketing, demonstrates the transformative
capacity of digital footprints in predicting behaviours, risks, and needs.

However, it is imperative that this power is utilised in accordance with the principles of
"Human-Centered Al" (HCAI) and "Responsible Al," within an ethical, legal, and social responsibility
framework, in order to ensure that technology progresses fairly and sustainably [15]. Of particular
concern are the potential ramifications of algorithmic biases, which have the capacity to exacerbate
pre-existing social inequalities by perpetuating them within the digital domain. Moreover, the
transparency issues engendered by deep learning models, also known as the "black box" problem,
represent significant challenges within this field. In order to surmount these obstacles, it is imperative
to address innovative technologies that protect data privacy, such as Federated Learning and
Explainable Artificial Intelligence (XAl), in full integration with legal regulations such as the General
Data Protection Regulation (GDPR) and the EU Al Act.

It is therefore the responsibility of governance to focus on human rights and democratic
values in order to transform the immense potential provided by digitalization into social welfare [17].
The transition from static analyses to flexible profiling systems that are continuously updated,
dynamic, and can instantly adapt to concept drifts will shape the future of this field. In the course of
this transformation process, the onus is on researchers, practitioners, policymakers and all
stakeholders to strike a balance between the data-driven opportunities offered by digital profiling
and the manipulation-privacy risks it carries.
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